Page 1



3GPP TSG-SA WG3 Meeting #81 
S3-152349
Anaheim, US, 9 – 13  November 2015 









revision of S3-151923
	CR-Form-v11

	CHANGE REQUEST

	

	
	33.310
	CR
	0080
	rev
	1
	Current version:
	12.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	X


	

	Title:

	Updating certificate and CRL profiles in TS 33.310

	
	

	Source to WG:
	Ericsson, Vodafone, Nokia Networks

	Source to TSG:
	S3

	
	

	Work item code:
	SEC13
	
	Date:
	2015-11-02

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	The security profiles for certificates, and CRLs were updated for Rel-9 but are now outdated. The mandatory to implement algorithms are in many cases not only insecure but also extremely slow. New security protocols and cryptographic algorithms are driven by performance and latency, not just security. The detailed motivation is described in TDoc S3-151913.

	
	

	Summary of change:
	Certificate and CRL profiles are updated.

	
	

	Consequences if not approved:
	Attacks are possible due to insecure algoriths.

	
	

	Clauses affected:
	6.1, 6.1.1, 6.1a, 6.2.1b, 8

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***
BEGIN CHANGES
***
6.1
Certificate profiles

NOTE:
The present clause contains the general 3GPP certificate profile. Other 3GPP specifications (e.g. TS 33.203 [9], TS 33.220 [10], etc.) point to the present clause. Thus parts of the present clause may also apply to devices and network nodes as specified in other specifications. New specifications using certificates should refer to this profile with as few exceptions as possible.

The present clause profiles the certificates to be used for NDS/AF. An NDS/AF component shall not expect any specific behaviour from other entities, based on certificate fields not specified in this section.

Certificate profiling requirements as contained in this specification have to be applied in addition to those contained within RFC5280 [14]. This applies for the SEG, NE, the TLS entity, the SEG CA and the Interconnection CA. 

A receiving SEG or TLS entity shall be able to process an extension marked as critical in the present document.

Before fulfilling any certificate signing request, the NE CA, SEG CA and Interconnection CA shall make sure that the request suits the profiles defined in this section. Furthermore, the CAs shall check the Subject's DirectoryString order for consistency, and that the Subject's DirectoryString belongs to its own administrative domain.

NEs, SEGs and TLS entities shall check compliance of certificates with the NDS/AF profiles and shall only accept compliant certificates.

6.1.1
Common rules to all certificates

-
Version 3 certificate according to RFC5280 [14].

-
Hash algorithm for use before signing certificate: SHA-1 and SHA-256 mandatory to support, MD5 and MD2 shall not be used. For security reasons, the use of certificates with SHA-1 is not recommended and SHA-1 shall not be used for newly created certificates. Use of SHA-1 shall be possible to disable in network nodes. 
NOTE 1:
For interworking with pre-Release 9 elements, usage of SHA-1 in certificates may be required for some time. However, it is likely that in a future 3GPP release, certificates which use SHA-1 as the hash algorithm will be prohibited. 

-
Signature algorithm: RSAEncryption and ecdsa shall be supported.

-
Public key algorithm: rsaEncryption and id-ecPublicKey shall be supported.

· Parameters: For ecdsa and id-ecPublicKey, secp256r1 shall be supported.

-
ECDSA is recommended for newly created certificates.
-
For RSA certificates: The public key length shall be at least 1024-bit and should be at least 2048-bit. A public key length of at least 2048-bit shall be supported. A public key length of at least 4096-bit should be supported. For security reasons, the use of public key lengths less than 2048-bit is not allowed for newly created certificates. Use of key lengths less than 2048-bit shall be possible to disable in network nodes.

-
For ECDSA certificates: The public key length shall be at least 255-bit. A public key length of at least 384-bit shall be supported. 
NOTE 2:
For interworking with pre-Release 10 elements, usage of public key lengths less than 2048-bit in RSA certificates may be required for some time. However, it is likely that in a future 3GPP release, certificates which use public key lengths less than 2048-bit will be prohibited.

-
For CA certificates using RSA the public key length shall be at least 2048-bit and a public key length of at least 4096-bit shall be supported.

-
Subject and issuer name format. 

-
(C=<country>), O=<Organization Name>, CN=<Some distinguishing name>. Organization and CN shall be in UTF8 format. Note that C is optional element.

or

-
cn=<hostname>, (ou=<servers>), dc=<domain>, dc=<domain>. Note that ou is optional element.

-
CRLs as specified in subclause 6.1a shall be supported for certificate revocation verification. 
-
Certificate extensions which are not mandated by this specification but which are mentioned within RFC5280 [14] are optional for implementation. If present, such optional extensions shall be marked as “non critical“.

NOTE 3:
The above requirement implies that an NE, SEG or TLS entity receiving such optional extensions marked as “critical” will react with an error because, according to the introduction to clause 6.1 of the present document, NEs, SEGs and TLS entities shall only accept compliant certificates.

***
NEXT CHANGE
***
6.1a
CRL profile

-
Version 2 CRL according to RFC5280 [14].

-
Hash algorithm for use before signing CRL: SHA-1 and SHA-256 mandatory to support, MD5 and MD2 shall not be used. For security reasons, the use of CRLs with SHA-1 is not recommended and SHA-1 shall not be used for newly created CRLs. Use of SHA-1 shall be possible to disable in network nodes.
NOTE:
For interworking with pre-Release 9 elements, usage of SHA-1 in CRLs may be required for some time. However, it is likely that in a future 3GPP release, CRLs which use SHA-1 as the hash algorithm will be prohibited.

· Signature algorithm: RSAEncryption and ecdsa shall be supported.
· Parameters: For ecdsa, secp256r1 shall be supported.

-
ECDSA is recommended for newly created CRLs.

-
For RSA CRLs: The length of the public key used to sign the CRL shall be at least the same size as the public key length used to sign the revoked certificates. Public key lengths of 4096-bit for CRL signing shall be supported.

-
For ECDSA CRLs: The public key length shall be at least 256-bit. A public key length of at least 384-bit shall be supported. 

CRL retrieval with LDAPv3 [5] shall be supported as the primary method. HTTP may be used for checking the revocation status of TLS and NE certificates.

***
NEXT CHANGE
***
6.2.1b
IKEv2 profile

The following requirements on certificate based IKEv2 authentication in addition to those specified in NDS/IP [1] shall be applied:

For the IKE_INIT_SA and IKE_AUTH exchanges:

-
The use of RSA and ECDSA signatures for authentication shall be supported;
-
The identity of the CERT payload (including the end entity certificate) shall be used for policy checks;
-
Initiating/responding end entities are required to send certificate requests in the IKE_INIT_SA exchange for the responder and in the IKE_AUTH exchange for the initiator;

-
Cross-certificates shall not be sent by the peer end entity as they are pre-configured in the end entity;

-
The certificates in the certificate payload shall be encoded as type 4 (X.509 Certificate – Signature);

-
An end entity shall rekey the IKE SA when any used end entity certificate expires.

NOTE 2:
Depending on the availability of DNS between peer end entities, the following rule is applied:

-
subjectAltName and IKEv2 policy should both contain IP address (in case DNS is not available);

-
subjectAltName and IKEv2 policy should both contain FQDN (in case DNS is available).

***
NEXT CHANGE
***
8
Backward compatibility for NDS/IP NE's and SEGs

NDS/IP describes an authentication framework whereby the initial IKEv1/IKEv2 authentication is based on the Pre-shared Secret Key (PSK) authentication method. NDS/AF describes an optional authentication framework which enables NDS/IP end entities (NEs and SEGs) to perform the initial IKEv1/IKEv2 authentication based on signatures. An NDS/AF compliant end entity shall also contain NDS/IP functionality. However, an NDS/IP compliant end entity need not contain NDS/AF functionality unless specifically mandated by TS 33.210[1] or any other 3GPP specification.

Device-specific management has to be used to reconfigure an end entity such that NDS/AF functionality will be used at the IKE initiator side for the initial IKE authentication (i.e. IKE Phase 1 negotiation or IKEv2 IKE_INIT_SA/IKE_AUTH exchange). The transition towards NDS/AF-based authentication may be done on an end entity by end entity basis. Before the first NDS/AF end entity is taken into use it shall be assured that all needed NDS/AF functionality like CRs, CRL databases are available and working. The setting up of a NDS/AF-based IPsec tunnel can be tested in parallel to the protection of existing traffic using the PSK authentication method. 

A smooth migration may be done in the following way: 

-
a NDS/AF end entity shall provide several algorithm proposal's during IKE initial authentication, some based on  signature authentication, others based on the PSK authentication;

-
the responding IKE peer will select PSK authentication method if it does not support signature authentication methods, but it may select a signature authentication method if it complies with NDS/AF.

-
the IKE responder policy shall be configured such that the signature authentication methods shall take precedence over the PSK authentication method to ensure that it is used as soon as the IKE initiator proposes a signature authentication method.

In case of migration on the Za-interface between two operators: 

If the SEGs of both operators support NDS/AF-based authentication then both SEG settings may be changed. The pre-shared secrets may then be removed from the SEGs and the IKE initiator shall only use the RSA signature authentication method. However, this removal of PSK is not essential as it may be used as a fallback mechanism. Some care has to be taken that the policy between SEGs of different operators be coordinated otherwise this may result in failed tunnel set up. This would be the case if the initiating IKE peer only uses the RSA signature authentication method and the responding IKE peer only accepts the PSK authentication method. Furthermore, if the PSK is kept as a fallback mechanism after the RSA signature authentication method is introduced, then fallback to PSK should only be allowed if the operator makes a policy change in the SEGs to allow PSK to be used. The operator may temporarily allow fallback to PSK if, for example, the SEGs are unable to verify the necessary certificates because of problems with the PKI. If PSK is kept as a fallback then it may be necessary to renew the PSK periodically for security reasons, or if PSK compromise is suspected.

***
END OF CHANGES
***
